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Abstract

The development of wireless and mobile communications has led to the expansion
of digital multimedia (video and image) exchange over computer networks. So,
there is a need to protect video content in many digital applications such as
confidential video conferencing, medical imaging systems and payTV, etc. Video
encryption is widely used as a way to provide security for digital video. In this
paper, we introduce a secure scheme for colour video encryption using chaotic
maps. Video encryption divides the file into a group of images called frames, and
then the video encryption process goes through five stages: shuffle the video
frames, permutation, confusion, diffusion on frame level and diffusion on video
space components level. The proposed scheme uses four chaotic maps to shuffle,
permutation, confuse, and diffuse the video frames. It also uses two other chaotic
maps to initialize and control the above chaotic maps. The key space of our
scheme is 21?8 which makes the brute force attack impracticable. To analyze
security and robustness of the proposed scheme, several security tests are used such
as peak signal-to-noise ratio (PSNR), signal to noise ratio (SNR), histogram
analysis, correlation coefficient analysis, information entropy, differential attacks,
keyspace, and key sensitivity. The results of the different types of analyses
indicate that the proposed video encryption scheme has high sensitivity and
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security.
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1 Introduction

The development of wireless and mobile communications has led to the expansion
of digital multimedia (video and image) exchange in many digital applications
such as confidential video conferencing, medical imaging systems and pay-TV,
etc. But, such applications encounter many security threats such as the
unauthorized listening and illegal use over shared and open networks. Therefore,
it has become necessary to protect sensitive video content from such threats. Video
encryption is an approach to protect the sensitive video content [1]. Encryption of
digital video is more complex and difficult than text encryption due to some
intrinsic features of videos such as bulk data capacity and high redundancy,
which are generally difficult to handle by traditional methods [2,3,4,5]. Chaotic
maps have been used recently in cryptography for large scale data encryption such
as text, image, video and audio data [5,6,7,8,9] et al, due to their strong
properties such as its extreme sensitivity to initial conditions, unpredictability
and random like behaviors [1,10].

In [2], the authors present a chaotic video encryption scheme (CVES). Chaotic

maps are used to generate pseudo-random signal to mask the video, and to make
pseudo-random permutation of the masked video. CVES encrypts video stream
as frame by frame by XORing the data stream first and then substituted by a pseudo
random s-box.
In[11], the authors present a video encrypting scheme based on the chaotic maps,
the encrypting scheme uses the 2D cat map and the piecewise linear chaotic map
together, these chaotic maps are used to generate key sequence in order to be used
for encryption and to generate the permutation list. In order to provide video
content protection, first, selective encryption is completed by encrypting (FLC),
using chaotic stream cipher. Then, for each frame, macro block shuffling is
executed in video bit stream, using chaos-based permutation.
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In[1], the authors present video encryption based on chaotic system and stream
cipher, the video encryption method is developed using chaotic system for key
generator and stream cipher, it uses chaotic map as one-time key generator which
produce key used for encryption process. Initial values of the key generator are
randomly selected and set to all the equations of key generator. Key generator will
generate key sequence as long as the video data. One-time pad stream cipher is
performed on the data to be encrypted by xoring key sequence with the video data.

In [5], the authors present different scenarios from three combinations of
algorithms  from four types of chaotic maps (Arnold map, Lorenz map,
Chebyshev map, Logistic map): The first one is two stages of encryption from
two different types of chaotic maps. In this type, the signal becomes an input to
the first stage of encryption. The encrypted signal output is the input to the second
encryption stage. So, the signal is encrypted twice in a series manner by different
types of chaotic algorithm. The second one is the sum of the encrypted signal by
one chaotic map by the encryption key and the result is the final encrypted signal.

In [4], the authors present a colour video encryption/ decryption scheme based
on hybrid chaotic maps. A video scrambling is to split the file into several I-
frames, then shuffle the frames and confuse and diffuse the frame content. In
this method, the confusion and diffusion procedures are integrated.

In [12], the authors present a chaotic video encryption scheme based on
hyperchaotic system, the proposed encryption scheme uses different strength
encryption algorithms for the Y channel (the brightness component), C» channel
(the blue chromaticity component), and C: channel (the red chromaticity
component). The Y channel is encrypted by the Arnold transformation to change
the position of the pixel points in the original image, after Arnold encryption
transformation, Y channel uses a DNA encoding algorithm. The Cp and C: channels
are encrypted by the Lorenz hyperchaotic map.

In [13], the authors present a novel chaotic-based encryption scheme using 1-D
and 2-D iteration models of the video stream. The proposed algorithm is based on
the cat map and the logistic map. The cat map transforms the dataset into a
pseudorandom state, while the logistic map provides external key to replace the
pixels value during encryption.
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In [14], the authors present a new one round video encryption scheme based on
1D chaotic maps. The proposed algorithm is based on the logistic map and the
tent map. The video frame is first selected based on the input FS and sent to the
permutation block. In permutation block, intra-frame pixels positions are
permutated according to the PO received from the key generator block. The
permuted frame is then given to the diffusion block.

In [15], the authors present a video encryption scheme, the proposed encryption
scheme uses 3D intertwining logistic map (ILM) with cosine transformation to
generate a chaotic sequence. The video frame is first selected and sent to the
permutation process. In the process of permutation, intra-frame pixels positions are
permutated, and then each frame is rotated 90 degrees in the anticlockwise
direction. The changes then are made in the image, in terms of rows and columns.
Finally, all the encrypted frames are shuffled according to a frame selection key.

In [16], the authors present a selective encryption scheme based on singular
value decomposition (SVD) and chaotic maps. The proposed scheme uses SVD to
identify the most significant parts of each frame of the video feed for encryption.
Toencrypt this selected part of the frame, the logistic chaotic map generates 80
pseudo-random values, then these values are quantified to Os and 1s to construct an
80-bits long key, which will represent the secret key of the present block cipher.
Finally, the pixels of the frames are shuffled using the cat map.

A large number of chaos-based video cryptosystems have been proposed.
However, chaos-based video encryption still has security problems of different
degree from the viewpoint of modern cryptology [2]. In this paper, we propose a
colour video encryption scheme based on the chaotic maps. The proposed
scheme uses four chaotic maps to shuffle, permutation, confuse and diffuse of the
video frames, and uses two other chaotic maps to initialize and control the
above chaotic maps. The proposed video encryption scheme can provide high
security with rather fast encryption speed.

The rest of the paper is organized as follows: Section 2 presents the chaotic
maps employed in the proposed encryption scheme and Section 3 presents the
proposed algorithm. Security analysis and discussion of various results obtained
from testing the system based on the proposed algorithm, with various sizes of
the video files is explained in section 4. Section 5 is the conclusion.
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2 Chaotic Maps Employed in the Proposed Encryption Scheme
In this section, we will discuss the chaotic maps used in the proposed algorithm
which used to produce random sequences. Then these random sequences are used
to shuffle the position of frames in the video file, shuffle the position of pixels in
each frame, and confuse the pixel values of the frame as well as in the process of
diffusion at the frame level and diffusion at the level of the video file.
2.1 Arnold Cat Map
Arnolds Cat map was discovered by Russian mathematician Vladimir Arnold in
1960. Consider a NxN video frame and x and y be the row and column number
of the pixels in the video frame. Thus x and y both ranges from 1 to N. Arnolds
Cat map transformation of the video frame is obtained by implementing the below

formula [17,18,5]:
Xn+1 _ 1 a Xn
yn+1] - [b ab + 1] yn] mod N (1)
where a and b are positive integers, and determinant of matrix is 1.
Pl| red X x + ay red [
| g P2 [ mod N5
blue bx + (ab + 1 blue :
— — E 3
Original Image Y X (a )y Transformed Image

Figure 1: Arnold cat map implementation
For cat map in our proposed video encryption scheme, it takes the pixel
values and shuffles them using simple matrix multiplication as shown in figure
1 where the red, green and blue pixel values are transformed individually.

2.2 The Logistic Map
Proposed by Pierre Verhulst in 1845, the logistic map was one of the simplest
and the most famous maps. Mathematically, the logistic map is written as follows
[19]:

Xnp1 = H Xy (1= 2y ) (2)
where n is the number of iterations and p is the system parameter 3.57<u<4 and Xo
is the initial condition of the map. Figure 2a, distinct regime for the logistic map,
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is shown through 100 iterations of the logistic map (xn, n) with u=3.99, where n is
the number of the iteration. Figure 2b shows the bifurcation diagram of logistic
map.

@ o (b)
Figure 2: (a) Attractors for the Logistic Map with u=3.99. (b) Bifurcation Diagram
for the Logistic Map

2.3 Henon Map

In 1976, Henon proposed a two-dimensional non-linear discreet chaotic map.
The Henon chaotic map takes two inputs (xi, yi ) to give as an output two sets of
random values. It was a simplified solution of the Poincare map for the Lorenz
system [20], represented by the state equations with a chaotic attractor [21]. With
keeping the same essential properties as the Lorenz system, Henon developed a
system which was more accurate, faster and can be more mathematically analyzed.
Mathematically, Henon chaotic map can be written as follows [20]:

Xm+1) = 1- C(xrzl + Y 3)
Ymn+1) = B xn

where xo and yo are the initial conditions of the map and n is the number of iterations
and a€(0, 1.4] and B€(0.2, 0.314] are the control parameters of the map. In Figure
3a, highlights the diagram of the Henon map attractor map on the x-y plane. In
Figure 3b, exhibits the bifurcation behavior of the Henon map with $=0.3. The
Henon chaotic map shows good chaotic behavior when a>1.1, f=0.3 [22]. Due to
this chaotic behavior, we use the Henon chaotic map in our proposed encryption
scheme to produce two random sequences used in the diffusion process.
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a b
Figure 3: (a) Attraéto)rs for the Henon Map with o=1.4 and(B=)O.3. (b) Bifurcation
Diagram of the Henon Map for p=0.3
24  Chepyshev Chaotic Map
The Chepyshev chaotic map is a one dimensional chaotic system with one initial
condition yo and one control parameter k. Mathematically, Chepyshev chaotic map
can be written as follows [23]:

Y1) = cos(k cos™ () (4)
where yn€[—1, 1] is the initial conditions of the map and n is the number of
iterations and ke [2,0) is the control parameter of the map. The bifurcation
diagram of the chaotic Chepyshev map in Figure 4 shows that all the (yo, k) where
yo€[—1,1] and 2<k<wo can be used as secret keys. In the proposed algorithm,
Chebyshev chaotic map is employed for producing random sequences used to
shuffle the position of the frames in the video file.

2.5  Chaotic Standard Map
The properties of chaos of the standard chaotic map were established by Boris
Chirikov in 1969. The standard chaotic map has a large key space [24],
mathematically, standard chaotic map can be written as follows [18]:

DPin+1) = Pn T € sin(qn) (5)

dn+1) = n t P+
where po and qo are the initial conditions of the map and n is the number of
iterations and ¢ is the control parameter of the map. The values of the pn and gn
are taken modulo 2z. Figure 5, highlights the diagram of the Standard map
attractor map on the p-q plane.
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2.6  Lorenz Chaotic Map

Lorenz chaotic has three deferential equations known as Lorenz equations form,
which is modelled by Edward Norton Lorenz [25]. Equation 6 represents Lorenz
chaotic map [26]:

Z=ay-x
%=yx—xz—y (6)

%= xy-Bz

where a, v, p are system parameters. The initial conditions of the Lorenz system
are Xo, Yo, zo. When o=10 and P=8/3, y=28, the Lorenz system is in a chaotic
state. In the proposed algorithm Lorenz map is used to generate the initial values
of the logistic map. Figure 6 shows the numerical solution of Lorenz system
with parameters values a=10 and $=8/3, y=28 and initial conditions (X0 =7.29, Yo
=15.16, 20=25) gives the corresponding chaotic signals X, y, z and the different
attractors of the system chaotic Lorenz.

Figure 4: Bifurcation diagram of  Figure 5: Attractors for the chaotic

the chaotic Chepyshev map at xo=  Standard map with c=4.6 and
0.02. p=0.666 and q=0.282.
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Figure 6: Simulation results of Lorenzs chaotic: (a) x chaotic signal, (b) y
chaotic signal and (c) z chaotic signal, (d) (x-z) attractor, (e) (x-y) attractor, (f)
(y-z) attractor, (g) (y-x) attractor, (h) (z-y) attractor, (i) (x-y-z) attractor.

3 The Proposed Scheme

In this paper, we introduce a colour video encryption scheme based on chaotic
maps. Video encryption divides the file into a group of images called frames,
and then the video encryption process goes through five stages: shuffling the
video frames, permutation, confusion, diffusion on frame level, and diffusion
on video space components level. The shuffling process shuffles video frames,
and after that, these frames are handed down to the proposed video
encryption scheme. Shuffling provides additional security before encrypting the
video frames. In the permutation stage, intra-frame pixels positions are
permutated and controlled by the keys which are generated by the cat chaotic
map. The purpose of this stage is to reduce the correlation between the
adjacent pixels of the encrypted video frame. In the confusion stage, the
Logistic chaotic map generates three different chaotic sequences used to
confuse the pixel values of the frame. In the diffusion stage, the Henon chaotic
map generates two different chaotic sequences used to diffuse the frame. In the
last stage of video encryption scheme, diffusion on video file level, the diffusion
will be applied between the frame (i) resulting from the diffusion step and the
encrypted frame (i-1) and the keys which are generated by Henon map. The
overall methodology diagram is shown in Figure 7.
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Figure 7: The architecture and the methodology of the proposed encryption

3.1 Key Generation
The proposed scheme use a proportional large size of secret key with 128 bit
represented in binary number system. The binary sequence is divided into 13
segments, as shown in Table 1. The secret key consists of a set of 4 floating point
numbers and 9 integers. The subkeys Ki, Kz, Ks, Ka, Ks, Ks, K11, K12, K13 that are
converted from binary values to positive integers (Eq 7), where the subkeys Kz,
Ks, Ko, K10 are converted from binary values to decimal values (Eq 8).
Kine = XiZg kn (0)2° (7)
Kdoc = ?=1 kn (i)zi_l (8)
where K,(i) is bit 1 in the sequence K.
o The subkeys Ki, Kz, K3, K4, Ks, K are assigned to secret parameters a and b
of Arnold Cat map in Eq 1, as follows:
ar=Ki ©Ks ®Ks , bh=Kz ®Ks ©Ks
ag =Kz , by =Ks , a=Ks and by =Ks.
e The subkey K; is assigned to the initial value of the Chepyshev map in Eq
4, Xo=K; and ke[2,:).
o Put Xy =Kg, Yo =Ko, 29 =Ky, 0=10, p=8/3 and y=28 in Eq 6, to get the initial
value of the Logistic map in Eq 2, as follows:

[X,Y,Z] = Lorenz_map(xy, Yo, Zo, NR)

L |
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XRy = (X mod 1)
XGy = (Y mod 1) 9)

XBy = (Zmod 1)
where XRq #0, XGy #0 and XBg #0.

e The subkey Ki1 is assigned to the round number for rotation to get the initial
values of the chaotic maps, NR = Kuu.

e Put po= (K12 mod 2x), o= (K13 mod 2x) and c= 4.6 in Eq 5 to get the initial
values of the Henon map xo, yoin Eq 3, as follows:

[x,y] = Standard_map(p0, q0, NR)

100 (10)

Table 1: Subkeys and Parameters
Subkey| size |Range|Parameter| Chaotic Map

K, | 8bit |(0-2%)| a,

K, | 8bit (029 b,

Ks | 8bit |(0-2)| a; | Amold Cat Map
K, | 8bit |(0-2%)| b, |Parameters

K; | 8hit (029 g,

K, | 8hit | (0-2% by,

K, | 8bit |(0-1)| X, Chepyshev Map

K; | 8bit | (0-1) Xo

Ky | 8bit [(0-1)] y, | -orenzMap

K, | 8bit | (0-1) Z —Logistic Map

K;; | 16bit |(0-2®)] NR |lterations number

Ki, | 16bit | (0-2n) Po Standard Map —

Ki5 | 16bit | (0-2n) 9o Henon Map

The chaotic key stream (CKS) is generated by iterating the chaotic Chepyshev

map, Cat map, Henon map, and logistic map using the secret key, as follows:

e The shuffle key generates using chaotic Chepyshev map. A sequence of size
numFrames generates by iterating the Chepyshev map in Eq 4 using the initial
condition yo and constant k=2, as follows:
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X = ChepyshevMap(y,, numFrames)
where numFrames is the number of frames in video file.

[Kchepy' fe] = sort(X) (11)
where sort () indicates index sequencing role, fx index values and Kepepy is
sequences obtained after ascending to X.

e The permutation key generates using chaotic cat map, where generate a
sequence of numbers of size hxw by iterating the cat map using the initial
condition aand b, as follows:

[X,, Y] = CatMap(a,, b, ,h, w)

[X ,Yg] = CatMap(ag,bg,h,w)

[Xp, Y] = CatMap(ay, by, h, w)
where hand w are height and width of frames in video file.

e The confusion key generates using chaotic logistic map, where keep the
system parameter value of logistic map u=3.9999, which corresponds to a
highly chaotic case, the initial conditions XRo, XGo and XBo are calculated
using Lorenz chaotic map as shown in Eq 9. A sequence of size hxw generates
by iterating the logistic map using the initial condition XRo, XGo and XBo
obtained in Eq 9, and then XR, XG and XB are converted from real numbers
to integers, as follows:

XR = LogisitcMap(XRy, h, w)
XG = LogisitcMap(XGg, h, w)
XB = LogisitcMap(XBy, h, w)

K(,:1) = (IXR x 10'* |) mod 256
K(:,:2) = (IXG x 10** ]) mod 256 (12)
K(,:3) = (]XB x 10 |) mod 256

Here | | represents the floor function.

e The diffusion key generates using chaotic Henon map, where keep the system
parameter value of Henon map o=1.4 and $=0.4, which corresponds to a
highly chaotic case, the initial conditions xo and yo are calculated using
Standard map as shown in Eq 10. A sequence of size hxwx3 generates by
iterating the Henon map using the initial condition Xo and yo obtained in Eq
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10, and then X and Y are converted from real numbers to positive integers, as
follows:

[X,Y] = HenonMap(X,,Y,,h,w,t)

Xpenon = (IX x 10*]) mod 256

Yienon = (lY X 1014]) mod 256 (13)

where t the number of channels, h and w are the height and width of frames
in video file.

3.2 Encryption Algorithm

The proposed encryption algorithm will generate cipher video (C) from plain video
(P). The full video encryption system is realized with the Algorithm 1 and Figure
7, which can be summarized up as follows:

o Step 1. Load the video file and stores it as a group of images called
frames.

o Step 2: Key generation: Select a sequence of 128 bits as the key, and split
them into 13 groups, which are used to initialize the chaotic maps, as
discussed in section 3.1.

o Step 3: Perform Shuffle the plain video frames using Chepyshev map Eq 4
and Eq 11 with key yo. The frames positions of the video file are shifted to
reduce both the correlation between adjacent frames of an encrypted video
file. Swap the frame (i) and frame (x(i)), where x=Kchepy, iI= 1, 2, 3, ...,
numFrames.

e Step 4: Put the f=1.

o Step 5: Put the C =frame(f)

e Step 6: Shuffle the pixels in each frame using the 2D cat chaotic map Eq 1
with keys: ar, br, ag, bg, an, bb. Convert the frame (h,w,3) into R(h,w), G(h,w),
B(h,w) channels, swap the pixels I(i,j) and I(x,y) to permutate the f-frame, as
follows:

R(G,j) & RX-(1,)), %(0)
G@i,j) & G(X,(1), Y5 (0, 1)
B(i,j) & B(X,(i,)), Y, (0, 1)
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where i= 1,2, 3, .., hand j=1, 2,3, ..., W.

e Step 7: Perform confusion using 3D logistic map Eq 2 and Eq 12 with keys
XRo, XGg, XBg , 4=3.99, as follows:

C = ((C + K) mod 256)

e Step 8: Repeat Step 6 to Step 7 (N round).

o Step 9: Diffusion on frame level: Perform diffusion on confused frame using
Henon map Eq 3 and Eq 13 with keys Xo, Yo, a=1.4 and =0.3, perform
“XOR NOT plus mod” operations on C(index), C(index-1) and chaotic key
stream K= X-Henon, as the following:

t= (Kchepy (f) mod 4)
((C(Q) + K(i)) mod 256) @ C(i — 1) ift=20
C():{C(i)@K(i)GBC(i—l) ift=1
NOT(C() @ K@) B CE-1) ift=2
((CA)+ K@) mod256) BKE HC(i-1) ift =3
where index i=1,2,3,..., (hxwx3) and C(0)=K(1).

e Step 10: Repeat Step 6 to Step 9 (M round).

e Step 11: Put the frame (f)=C and f=f+1, if f<NumFrames then go to Step 5.

e Step 12: Finally, diffusion on video file level. Perform diffusion between the
encrypted frame (i) and the encrypted frame (i-1), as follows:

frame (i) = ((frame (i) @ frame (i — 1)) + K) mod 256
where i=1, 2, ..., numFrames and K=Y-Henon Map, frame (0)=K.

(14)

3.3 Decryption Algorithm

The proposed decryption algorithm will regenerate the plain video (P) from the

cipher video (C) . This algorithm consist of the following steps:

e Step 1: Load the cipher video file and stores it as a group of images called
frames.

e Step 2: Key generation: Select a sequence of 128 bits as the key, and split
them into 13 groups, as discussed in section 3.1.

e Step 3: Inverse diffusion on video file level. Perform inverse diffusion
between the frame (i) and frame (i-1) and K='Y-Henon, as follows:

frame (i) = ((frame (i) - K) mod 256) @ frame (i — 1)

where i= numFrames, ...,2,1 and frame (0) =K.
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e Step4: Put the f=1.
e Step 5: Put the image = frame (f)
e Step 6: Inverse diffusion frame-level. Perform inverse diffusion using Henon
map Eq 3and Eq 13 with keys Xo, Yo, a =1.4 and = 0.3, as follows:
C = image,t = (Kcpepy(f) mod 4), K = X — Henon

(((CC) & € - 1)) = K()) mod 256 ift=0
e @ci- )oK ift=1
image(t) =\ Nor(c(i) @ C(i - 1)) ® K() ift =2
(c@) +Ci-1) ® K@) - K@) mod 256 ift =3

(15)

Algorithm 1: Full video encryption system
input : Plain Video
output: Cipher Video

1 Begin

2 [h,w]=size of (Video frames)

3 Select a sequence of 128 bits as the key.
4

5

Key generation, as discussed in section 3.1.
t= (Kchepy mod 4)

6 for i =1 to numFrames do

7 X=Kchepy (1)

8 SwapFrame(frame(i), frame(x))

9 end

10 for i = 1 to numFrames do

11 C=frame(i)

12 fOF m = 1 tO Mrounds dO

13 for n =1 to Nyoungs dO

14 C= SwapPixel(C,XcCat,YCat)
15 C= ((C+Kyogistic) mod 256)
16 end

17 C:DifoSiOn(C, XHenon ) t(i))

_’_:x244x1—
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18 end
19 frame(i)=C
20 end

21 frame(l) = ((frame(1) ® Yhenon ) + YHenon) Mod 256

22 for i = 1 to numFrames-1do

25 frame(i+1) = ((frame(i+1)® frame(i))+Y yiqn,) mod 256
24 end

25 end

Step 7: Perform inverse confusion using Logistic Map Eq 2 and Eq 12, with
keys XRo, XGo, XBo and p = 3.99, as follows:
image = (image - K) mod 256
e Step 8: Perform inverse permutation using Arnold Cat map Eq 1 with keys
aandb.

e Step 9: Repeat Step 7 to Step 8 (N round).

o Step 10: Repeat Step 6 to Step 9 (M round).

e Step 11: Put the frame (f)=image and f=f+1, if f<NumFrames then go to Step

5.

o Step 12: Perform inverse shuffle the video frames using Chepyshev map Eq
4 and Eq 11 with key yo. Inverse swap the frame(i) and frame(x(i)), where
X=Kchepy and i=1, 2, 3, ..., numFrames.

4 The Result of the Proposed Experiment
In this section, we discuss the security analysis of the proposed encryption scheme
such as statistical analysis, sensitivity analysis, key space analysis, and time
analysis to prove that the proposed cryptosystem is robust against the
chosen/known plaintext attacks and is suitable for real-time applications. To
examine our encryption scheme, we manipulated several experiments on different
video sequences, with (M-rounds=1, N-rounds=1), the employed video samples
are taken from the Internet.

4.1 Histogram Analysis
The video frame histogram indicates the intensity of the pixels in the video
frame that the histogram represents. In the original video frame, the pixel density
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is different, and for good video frame encryption, the density distribution should
be almost uniform. Figures 8 and 9 show that the encrypted video frame have fairly
uniform histogram and significantly different from the histogram of original video
frame. Hence, it does not provide any useful information for the attackers to
perform any type of statistical attack on the encrypted video.

T e

Figure 8: Histogram Xylophone Figure 9: Histogram Handshake
Video Frame (30): (ab,c) Plain Video Frame (60): (a,b,c) Plain
Frame, (d,e,f) Cipher Frame Frame, (d,e,f) Cipher Frame

4.2 Statistical Analysis

Statistical analysis is performed on the proposed video encryption scheme,
demonstrating its superior confusion and diffusion properties which strongly resist
statistical attacks. This is evaluated by calculating the correlation coefficient,
signal noise ratio (SNR), mean square error (MSE) and peak signal noise ratio
(PSNR) of ciphered video files.

4.2.1 Correlation Coefficient (CC)

The correlation coefficient between the original video frame and the encrypted
video frame indicates the extent to which the original video frame is related to the
encrypted video frame. It is used to find a relationship between the encrypted video
frame and the original video frame and to access to the key or secret message. If
CC isequal to 1, it indicates a correlation between the two values. -1 indicates
that there is an inverse correlation between the two values, whereas 0 indicates no
correlation [27], and computes the correlation coefficient between the pixel values
[4,9]:
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= 3 (-E@) (3i-E()
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(16)

where E(x):% N . X; and xi, yi are the values of the original and cipher video

frame pixel. Results for different video samples are shown in Table 4. The
correlation coefficients are very low (C C=0), which shows that the plain video file
is nearly independent from the encrypted video file. In Table 2, the values of CC
are very low, they indicate no correlation between the two adjacent pixels of
encrypted video frame. In Table 3, the values of CC are very low, and it indicates
no correlation between the two adjacent frames of encrypted video file.

4.2.2 Peak Signal-to-Noise Ratio (PSNR)

PSNR used to find out how distorted the original video frame when it was
encrypted. For a good encryption algorithm, the PSNR values should be low. The
PSNR is defined as follows [9]:

L_4\2
PSNR = 10 x logyo [= )] (17)

where L is the number of bits per pixel of the video frame.

4.2.3 Mean Squared Error (MSE)

MSE was used to measure the performance of the decryption procedure, the
smaller MSE value, is the better video frame quality is recovered. On the contrary,
the greater the MSE value, is the worse video frame quality is recovered, MSE is
defined as follows [9]:

N oYM (c.(,) - Co(i,)))?
MSE = T Zha Ilv(xz;[) 230) (18)

where M is the width and N is the height of the video frame, Ca(i,j) and Cz(i,j)
illustrate the pixel position at i row and j column for the plain frame and cipher
frame respectively.

Table 2: Correlation coefficients of two adjacent pixels in the plain and cipher
video files (Vertically (V.), Horizontally (H.), Diagonal (D.))

File name Original video Cipher video
V. H. D. V. H. D.
xylophone 0.9789 | 0.9612 | 0.9505 | 0.0016 | 0.0021 | 0.0034
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viptraffic 0.855 | 0.8459 | 0.7348 | 0.0055 | 0.0058 | 0.0077
handshake-right | 0.9948 | 0.9869 | 0.9823 | 0.0013 | 0.0014 | 0.0019
vipharcode 0.9857 | 0.9231 | 0.8926 | 0.0019 | 0.0017 | 0.0023
singleball 0.9916 | 0.9927 | 0.9857 | 0.0024 | 0.0021 | 0.0024

vipmosaicking | 0.9854 | 0.9947 | 0.9842 | 0.0027 | 0.0027 | 0.0038
viplanedeparture 0.9869 | 0.9957 | 0.9859 | 0.0028 | 0.0027 | 0.0033
viptrain 0.9653 | 0.9547 | 0.9545 | 0.0027 | 0.0028 | 0.0033
shuttle 0.9749 | 0.9505 | 0.9221 | 0.0019 | 0.0017 | 0.0021

Table 3: Correlation Between Frame (i) Table  4:  Correlation
and Frame (i+1) in Cipher and Plain Video ~ Between Plain and Cipher

Files Video Files
Encryption Original - Correlation
File name framyep(i) & fran?e(i) & File name Coefficients
(i+1) (i+1) xylophone 0.000191
xylophone 0.00161 0.9661 viptraffic 0.000456
viptraffic 0.00327 0.83251 | |Handshake_right 0.000783
handshake 0.00098 0.9904 vipbarcode 0.001785
vipbarcode 0.00012 0.7611 singleball 0.001234
singleball 0.00107 0.9968 vipmosaicking | 0.001860
vipmosaicking|  0.00151 0.9534 viplanedeparture| 0.001622
viplanedeparture |  0.00158 0.9721 viptrain 0.001577
viptrain 0.00120 0.9848 shuttle 0.0013071

shuttle 0.00122 0.9798

4.2.4 Signalto Noise Ratio (SNR)

The signal to noise ratio (SNR) measures the noise content in the encrypted data
signal, the SNR values of encrypted video files are calculated based on the Eq (19)

[2]:
N a2
SNR =10 % logo zéi§€|32||—|y|i|)2 (19
where xi and yi denote the color intensities of pixel in the plain frame and encrypted
frame respectively. In Table 5, the values of MSE are very large and the values of
PSNR and SNR are very low. Thus the algorithm proposed has a high resistance
against statistical attacks.
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4.3 Entropy Analysis

The entropy isthe measure of randomness of encryption video. Since the video
frame pixel carries 8 bit information, the expected ideal entropy value should be
8. By means of the entropy of the information, it is possible to know how the video
pixel values are distributed. The entropy H is calculated using the equation 20 [4,
5]:

H(m) = - 32571 P(my) log, [P(m))] ~ (20)

where p(mi) is the probability that a pixel has a specific gray value mi and N
denotes the total number of gray values. Video frame with 256 colors would
achieve an entropy of 8 bits; an encrypted video frame should thus get close to that
value. In the proposed video encryption scheme, the information entropy is
H(m)=7.99, which is very close to the ideal value. This means a high diffusion and
substitution is achieved by the proposed algorithm. So, the algorithm proposed has
a high resistance against entropy attacks.

Table 5: PSNR , SNR and MSE values of Table 6: Entropies of plain and

encrypted video files cipher video files
File name PSNR| SNR | MSE . Original | cipher
xylophone 5743 2513 8687 || 1C MM | video | video
viptraffic 9.747 | 4.985 | 6907 | | xylophone 7.587 | 7.999
handshake-right | 8.102 | 2.123 | 10069 | | viptraffic 7.081 | 7.997
vipbarcode 9.254 | 4.803 | 7811 | |handshake-right | 7.654 | 7.999
singleball 7.411 | -2.764 | 11803 | | vipbarcode 7.062 | 7.999
vipmosaicking | 8.103 | 3.211 | 10068 | |singleball 6.057 | 7.999
viplanedeparture | 8.980 | 3.716 | 8225 | | vipmosaicking 7.590 | 7.999
viptrain 8.063 | 2.105 | 10158 | |viplanedeparture | 6.923 | 7.999
shuttle 9.026 | 5.544 | 8146 | |viptrain 7.495 | 7.999
shuttle 6.687 | 7.999

4.4 Differential Attack Analysis

We have done many measures to check the security of the proposed video
encryption scheme. These measures consist of key, plain-text sensitivity analysis
and key space analysis. Each of these measures is shown in detail in the following
subsections. The value of number of changing pixel rate (NPCR) between two
video frames C1 and C: of size NxM is calculated by [28,9,5]:
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NXM

o 0 if Cl(i’j) =G (L, ))
whee DGO =, e 2 ey
Like NPCR, the unified averaged changed intensity (UACI) is also used to
measure the difference between two video frame Ci and Cz of size NxM and is
calculated by:

UACI = —— x [zgvzl wi, LG 1005 (22)
where Ca(i,j) and Ca(i,j) denotes the video frame pixel at (i,j) position of the
encrypted video frame and L is the number of bits per pixel of the video frame.

4.4.1 Plainvideo Sensitivity Analysis

The number of changing pixel rate (NPCR) and the unified averaged changed
intensity (UACI) are two most common quantities used to evaluate the strength
of video encryption algorithms with respect to differential attacks [29]. Tests
have been performed on the proposed scheme, about the one-pixel change
influence on video file. We encrypt the original video file using the (k) key to get
the encrypted video file C1and we change one bit in the original video file and
encrypt it by using the same (k) key to get the encrypted video file Cz. In addition,
we measure the similarity of both encrypted video files C1 and C2 using NPCR.
Table 7, gives NPCR and UCAI of encrypted videos with one bit differ from the
plain video. The results show that a swiftly change in the original video file will
give a large change in the ciphered video file. Therefore, our proposed video
encryption scheme has a very high resistance against differential attacks.

4.4.2 Key Sensitivity

The cipher video bytes produced by the cryptosystem should be sensitive to the
secret key, to validate this property, we apply NPCR. We encrypt the same video
under two different keys ki, k2 and we measure the similarity of both cipher-text
using NPCR, the difference between ki and k2 are one bit flip at a random position.
For the proposed algorithm, the value of percentage difference is between video-1
encrypted and encrypted video-2. It is greater than 99.60% for all the test video
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files with a small change in key, as shown in Table 8. Hence, slight change in the
value of the key will give different output, this makes the system more secure.

4.5 Key Space Analysis

The key space is the total number of trial keys that can be used to break the
cryptosystem. In the proposed video encryption scheme, a secret key of 128-bits
long is used. Thus, it has 2'% different combinations (3.40x 10%) which is
practically huge key space to protect the system from brute force attack.

Table 7: Sensitivity to Plainvideo Table 8: Comparison of pixel

frame: NPCR and UACI of encrypted  difference  between video files
video files with one bit difference from  encrypted by key with one-bit

the plain video file difference
File name | NPCR | UACI File name NPCR | UACI
xylophone 99.995 | 33.463 xylophone 99.609 | 33.464
viptraffic 99.979 | 33.299 viptraffic 99.614 | 33.478

Handshake_right | 99.995 | 33.298 Handshake righ| 99.609 | 33.465
vipbarcode 99.959 | 33.456 vipbarcode 99.609 | 33.459
singleball 99.985 | 33.313 singleball 99.609 | 33.470
vipmosaicking | 99.957 | 33.550 Vvipmosaicking 99.607 | 33.462
viplanedeparture | 99.977 | 33.991 viplanedeparture | 99.609 | 33.464
viptrain 99.997 | 33.416 viptrain 99.610 | 33.461
shuttle 99.955 | 33.510 shuttle 99.592 | 33.463

4.6 Time Analysis

To check performance of the proposed video encryption scheme, we have analyzed
the speed of the proposed video encryption technique on an Intel Core i3 CPU
2.53GHz and 1.86GB of RAM and MATLAB R2014b programming. Table 9

shows the encryption/decryption and key generation time for the proposed scheme
and different video samples.

Table 9: Encryption/ Decryption and key generation time (in seconds) for the
proposed scheme and different video samples

File name Sizeinbyte | Encrypttime | Decrypt time
xylophone 32486400 2.650 2.870
viptraffic 6912000 0.656 0.671
Handshake right | 133632000 12.907 12.453
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vipharcode 61056000 5.042 4.996
singleball 23328000 2.594 2.549
vipmosaicking 16358400 1.496 1.558
viplanedeparture 87350400 7.860 7.499
viptrain 162259200 13.695 14.257
shuttle 53526528 4.234 4.591

4.7 Comparison with Other Works

In this section, we made a comparison between our scheme and other previous
works. We made a comparison between the NPCR, UACI and correlation
coefficient, information entropy, PSNR of our scheme and other previous works,
Table 10-11-12.

Table 10: PSNR Comparison Between Our Scheme and Other Works

Scheme PSNR
Our Scheme 741 -9.746
M.K. Ibrahem, L.A.Hamood [1] 8.184 - 11.978
R.l. Abdelfatah et al [5] 6.344 - 8.36
Li, Xiaodong etal [12] 7.66 - 27.60
M.Dua, D.Makhijaetal [15] 31.14 - 36.67
Table 11: Entropy Comparison Between Our Scheme and Other Works
Scheme Entropy
Our Scheme 7.9967 - 7.999
R.I. Abdelfatah et al [5] 7.997 - 7.999
M.M. Eid et al [4] 7.9913 - 7.9978
Li. Xiaodong et al [12] 7.9998
M.Dua, D.Makhijaetal [15] |7.9972-7.9979
0. Benrhouma et al [16] 7.911-7.945
Table 12: Correlation Coefficient Comparison Between Our scheme and Other
Works
Scheme CCH. CCV. CCD.
Our Scheme 0.001-0.005 | 0.001-0.002 0.002 - 0.007
Roayat et al [5] 0.00057 - 0.0042
R.R. kumar [14] 0.032-0.047 | 0.021-0.026 | 0.017 - 0.046
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M.Dua etal [15] 0.001-0.016 | 0.003 -0.026 0.0001 - 0.01
Oussamaetal [16] | 0.002-0.009 | 0.003 -0.009 0.004 - 0.008

Table 13: NPCR & UACI Comparison Between Our Scheme and Other
Works

Scheme NPCR UACI
Our Scheme 99.95 - 99.996 33.297 - 33.99
R.I. Abdelfatah et al [5] 99.59 - 99.65 29.8-39.8
M.M. Eid et al [4] 99.687 33.47
R.R. kumar [14] 99.51 - 99.61 33.50 - 33.62
M.Dua etal [15] 99.60 - 99.61 31.98 - 37.66
0. Benrhouma et al [16] 99.64 - 99.87 30.18 - 33.78
5 Conclusion

In this paper, we propose a secure scheme for video encryption based on chaotic
maps. Experiments conducted and comparison with other video encryption
schemes demonstrate the efficiency and security of the proposed video encryption
scheme. The key space of our scheme is 2'%8, It makes the brute force attack
impracticable. The entropy values of the encrypted video frames are greater than
7.99. The correlation coefficient values of the encrypted video frames using the
proposed scheme are close to zero and also encryption video frames pixel values
have random uniform distribution. The peak signal to noise ratio of encrypted
video frames reached 7db. In addition, the proposed algorithm is sensitive to
plaintext and secret key. NPCR values are greater than 99.90% and UACI values
are 33.46%. Hence, these results show the efficiency and security of our scheme.
The detailed analysis of our scheme can implemented by simple hardware and
software.
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